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Enterprise communications has undoubtedly undergone a rapid 
transformation as remote work has become the status quo. Cloud-
based contact center, collaboration, and communications services have 
gone mainstream. Meanwhile, organizations must continue to maintain 
their on-premises infrastructure for operational staff and the potential 
return to normalcy. Supporting all these use cases is a significant 
undertaking, both functionally and financially. 

Combining some of these functionalities is not only convenient but 
necessary. For instance, adding inbound and outbound calling to 
Microsoft Teams and Zoom enhances productivity and lowers costs. 
For contact centers with heavily customized architectures, changing 
dial plans and porting numbers are not viable options. This has  
given rise to “Bring Your Own Carrier (BYOC)” or “Bring Your Own  
SIP Trunk”— an architectural network model that makes it possible  
to leverage your current PSTN connectivity and dial plan with a  
cloud-based communications provider. 

The new state  
of enterprise 
communications
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Bridging the gap between the new and the old ways of implementing 
communications and collaborations services is an emerging challenge with 
security being a chief concern. There are two areas of interest to leveraging 
the cloud for real-time communications, namely: 

• Unified communications, including enterprise telephony, conferencing, 
and messaging. 

• Contact centers, including inbound, and outbound calling, account 
management, customer experience and support. 

Each of these areas have challenges in common and on their own. 

Many organizations are realizing that they are not going to have a  
single provider for all their cloud-based communications, just as their 
on-premises network solutions are very diverse. They need to integrate 
those disparate cloud services along with their “on-premises” enterprise 
telephony and the PSTN. Not only do organizations want the best of what 
cloud can offer them, but they want the best of what other technologies 
can offer as well. 

Security is one of the highest concerns with all cloud adoption, but 
real-time communications have their own set of security requirements. 
For instance, there is a greater expectation of privacy with regards to 
telephony that you don’t have with messaging and email. There are 
also regulatory challenges and additional requirements for resiliency, 
emergency calling, and compliance to name a few. 

As mentioned in the introduction, by using “Bring Your Own Carrier” 
an enterprise may bring their own carrier network to connect into 
other systems and services such as cloud video conferencing, 
collaboration, or call centers. Inbound calling services, global 
coverage, and pricing power are a few of the reasons you may want 
to maintain existing carrier connectivity solutions for use with cloud-
based communications services. 

However, the enterprise must bring more than carrier 
communications, which is why many organizations have customized 
their networks. Some have specialized call flows and applications or 
built-in advanced levels of security and resiliency. Some have specific 
compliance requirements, and may have pieced together several 
solutions and services from different vendors to enhance enterprise 
communications. 

This ebook will discuss these scenarios in detail and propose 
solutions that go beyond BYOC for better security, interoperability, 
and centralized control.
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The days of monolithic, single vendor,  
on-premises communications solutions are 
numbered, but cloud-based communications 
vendors are hard at work creating their own 
walled gardens. You can download WebEx to 
your desktop, install Zoom on your iPhone,  
and use the Microsoft Teams web client, but 
there remains one truly ubiquitous app—the 
traditional voice phone. 

At the same time, cyberattacks and security 
threats are getting increasingly complex, 
making it even more critical for organizations 
to understand how cloud-based and remote 
employee communications may be putting 
them at risk. 

To solve these issues, you need to go beyond 
bringing your own carrier and evolve your 
communications infrastructure with next 
generation communications solutions. 

Realizing the 
benefits of cloud
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A vendor-neutral architecture for communications that uses a centralized control layer to provide visibility across your network will help you eliminate 
complexity and streamline operations, all while ensuring secure, agile communications. Selecting a market leading Session Border Controller (SBC), 
which can be deployed at the network edge to secure all telephony and other real-time communications, can provide centralized session control, dial plan 
management, and policy enforcement functions. It can also help you improve service agility, ensure security adherence, and provide consistent services and 
seamless user experiences across your organization by enabling easy migration and interoperability of cloud services, SIP trunk providers, and on-premises 
communications infrastructure.

Going beyond Bring Your Own Carrier (BYOC) 
for communications 

Bring Your Own Carrier

Terms such as Bring Your Own Carrier (BYOC), Premise Peering, and Direct 
Routing all describe solutions to connect cloud-based communications 
services such as Genesys Cloud, Microsoft Teams, and Zoom to your 
communications service provider for PSTN connectivity. 

Going beyond BYOC implies looking for best-of-breed solutions that 
help you maintain control of other essential communications services 
with seamless interoperability while keeping control of your dial plan 
and interconnect traditional phones and IP-PBXs. You can extend your 
ability to enable best-of-breed, third-party applications and services for 
authentication, call recording, compliance, security, transcription, and more. 
You maintain control and visibility of your cloud-based communications 
and collaboration services, remote workers, and agents, and the traditional 
premises-based infrastructure of your physical locations.

Session Border Control

Best-of-breed SBCs and an independent, robust session management 
layer enable BYOC and solve the multivendor interoperability challenges 
that arise from deploying multiple solutions, transforming independent 
islands of technology into a cohesive enterprise communications 
network. As security devices deployed at the enterprise edge or in the 
cloud, SBCs also facilitate direct connections to new and innovative  
cloud services and provide access to the remote workforce. 

Once you’ve deployed an SBC and session management layer, you 
can swap out legacy platforms or introduce new services at your own 
pace with minimal disruption. You can decommission outdated and 
underused services and systems over time to get out of expensive 
subscription plans and maintenance contracts. Or you can quickly  
deliver newer resources like Unified Communications as a Service 
(UCaaS), Contact Center as a Service (CCaaS), video conferencing, or 
SMS messaging to existing platforms, extending previous investments.
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While many cloud providers have turned to the BYOC model to interconnect SIP trunks to their cloud communications services, there is plenty of opportunity  
to expand the solution with best-of-breed functionality and address other ongoing challenges.

 Comprehensive  
 security

Communications security requires a 
comprehensive strategy and a multi-layered 
approach. Cybersecurity best practices 
certainly apply, but they must be augmented 
with a framework that can address the 
particulars of real-time communications. 
Both cloud communications and traditional 
PSTN service have unique attack vectors 
and soft spots. Look for communications 
solutions with universal policy enforcement 
mechanisms to safeguard against malicious 
attacks, fraud, and other risks.

Local regulations or even corporate policies 
may require additional control of security 
policies. Consider solutions that enable 
you to centrally maintain these policies 
and procedures while using any third-party 
security service delivered over SIP or from 
the cloud.

More security, interoperability, and centralized 
control for your UCaaS/CCaaS migration 

 Improved network  
 visibility

Troubleshooting cloud communications can 
be difficult, as can troubleshooting PSTN 
service issues. This can be further complicated 
by dealing with encrypted traffic and relying 
on service providers’ abilities to identify and 
diagnose problems. It is important to choose  
a solution that not only ensures visibility of 
your communications network but allow 
cloud-based visibility as well. This enhanced 
visibility improves mean time to repair and 
enables quick identification of quality issues. 
An SBC is a security device and a back-to-back 
user agent, which means it can quickly isolate 
issues to the corresponding domain and 
troubleshoot decrypted signaling and media.

 Preserving  
 compliance

Global organizations are aware of the  
varying regulations in different jurisdictions 
and many industry verticals must also abide 
by requirements of their corresponding 
compliance agencies. For example, accepting 
credit card payments requires compliance 
with PCI-DSS. Emergency calling regulations 
vary not only from nation to nation but 
sometimes by local jurisdiction. Maintaining 
compliance with all these governing bodies 
can be complex and justly there are many 
third-party providers to help you comply. 
A centralized architecture will help your 
organization securely connect to the above 
mentioned services like any other SIP or 
cloud-based service, removing the complexity 
of a piecemeal solution through different cloud 
providers and CSPs. It will also allow existing 
compliance procedures to stay in place as new 
cloud services are adopted.
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 Reducing  
 complexity

The term “Unified Communications” has 
always seemed to be a misnomer with various 
combinations of telephony, messaging, email, 
and presence each integrated individually. 
Unfortunately, even now there is no one-size-
fits-most model for communications. You 
may use Zoom for conferencing, Microsoft 
for presence, Genesys for your contact 
center, and Slack for messaging. In real-time 
communications alone, most organizations 
have discrete enterprise telephony, contact 
center networks, and various tools adopted  
by different lines of business. Consider a 
solution that ensures frictionless management 
of all these disparate real-time communications 
services in a single control plane.

 Greater  
 agility

Consider solutions to improve agility and 
future-proof your business by freeing up 
your organization from the lock-in of single 
ecosystems. The next generation of artificial 
intelligence will power applications such 
as virtual assistants, behavioral analytics, 
sentiment analysis, augmented reality,  
and much more. You will require an  
agile infrastructure with easy plugins to  
industry-specific applications that will help 
you enable such applications with mere 
configuration changes. 

  Leveraging your  
current investments

While the promise of exciting new cloud 
services to come is certainly enticing, the 
more pragmatic will certainly appreciate 
that BYOC also offers the ability to prolong 
your investments in traditional on-premises 
communications infrastructure. Ripping 
and replacing equipment throughout the 
organization is certainly a luxury for many. 
Some new cloud communications platforms 
have limited support for legacy devices such 
as hardwired phones and intercoms. You 
may need support for any SIP device, or 
older devices with TDM interfaces. Perhaps 
you are using help desks, hunt groups, and 
Automatic Call Distributors. Look for solutions 
that not only enable your BYOC but also allow 
you to leverage your existing investments. 
You don’t need to re-engineer your entire 
communications infrastructure to harness the 
power of cloud communications.
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 Maintaining  
 survivability

One underrated aspect of legacy communications is 
its survivability. The PSTN was designed to support 
emergency services and provide communications  
during disasters and power outages.

Relying on internet connectivity for real-time 
communications opens additional vulnerabilities  
to DoS/DDoS attacks, DNS poisoning, and more.  
However, consider solutions that help you mitigate  
risk and:

1. Establish survivability zones where intra-zone 
communication remains possible

2. Provision back-up PSTN service to avoid cloud 
communications interruptions

3. Segment communications traffic to avoid traffic 
interference

4. Prioritize emergency or business-critical 
communications services
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Oracle has the solutions and professional services 
needed to transform a legacy communications 
environment into a platform ready for today’s evolving 
communications needs, all while supporting the 
migration to cloud. Oracle can help build a more agile 
network that will enable seamless additions of new 
capabilities and functions, while still protecting previous 
investments. Take full advantage of all the benefits an 
IP communications infrastructure promises —modern 
collaboration services, cost effective, more choices, and 
increased service agility—without sacrificing reliability, 
security, or service quality.

Accelerate success 
with Oracle solutions 
for enterprise 
communications
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Oracle Enterprise Session Border Controller (E-SBC)

A real-time communications services controller that secures 
connections between trusted and untrusted networks, including SIP 
trunks, cloud services, and on premises infrastructure. Oracle E-SBC 
provides choice and flexibility with various deployment options from 
purpose-built appliance to fully software-based in the private or 
public cloud. Oracle E-SBCs protect against security threats, normalize 
protocol differences, and adapt to variations in media encoding to 
eliminate interoperability and interworking barriers. They also support 
and scale SIPREC for standards-based trunk-side recording. 

Oracle Enterprise Communications Broker (ECB)

A session manager that acts as central session control layer connecting 
dissimilar network elements (e.g., IP-PBXs, UC servers, IVRs, ACDs, etc.) 
and core service components (e.g., AAA servers). 

ECB dynamically polices and routes sessions based on policy to ensure 
compliance, enforce SLAs, and prevent fraud.

Oracle Enterprise Operations Monitor (EOM)

A unified VoIP and UC monitoring and analysis tool that simplifies 
multivendor network management. EOM provides end-to-end  
visibility into key performance and service quality metrics, helping 
support teams to improve customer satisfaction while reducing  
operations expenses and mean time to recovery.
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Oracle Communications Security Shield Cloud 
(OCSSC)

A cloud-based security solution for enterprise telephony, OCSSC 
provides visibility across the full communications network, dynamic 
risk assessment, and threat detection of every call and automatic 
enforcement of security policies to throttle and deny unauthorized use. 

Oracle SD-WAN

A secure, self-correcting, failsafe network that provides the highest  
Quality of Experience (QoE) while completely transport agnostic. Oracle  
is the only provider that secures network and application environments  
with cloud-to-edge infrastructure and optimal application performance.  
The Oracle SD-WAN may be managed on-premises or in the cloud.

Oracle Session Delivery Management Cloud 
(OSDMC)

A single-pane-of-glass cloud view across the Oracle Communications 
Session Delivery product portfolio. OSDMC provides a simple, more 
insightful way to manage all Oracle Session Border Controllers (SBCs) 
 and related products. Integration with monitoring solutions such as  
EOM, OSMDC provides users with essential monitoring of key 
performance indicators (KPIs) and call traffic details.
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Oracle’s BYOC Solution enables you to harness the benefits of cloud 
communications without giving up the control, security, and visibility 
needed in to run an organization. The right architecture can empower 
a workforce, delight customers, and remain agile and cost effective all 
by enabling a best-of-breed approach.  

A BYOC solution can:

1. Reduce response time to evolving market  
demands by eliminating complexity and 
interoperability barriers 

2. Attain cloud economics and scalability 

3. Ensure superior user experiences and high  
service quality with network resiliency and  
unified management 

4. Mitigate risks by providing secure and  
compliant communications 

13

4/4

Accelerate your success 
with Oracle solutions for 
enterprise communications



Oracle invests heavily in the technology necessary to remain the market 
leader in session border control. Technology is constantly evolving, and 
the security landscape continues to change. Our solutions are flexible, 
vendor independent, and support interconnection with any SIP device 
or service. Technology certifications from our partners give further 
peace of mind that our solutions are secure and reliable. Some of our 
formal certifications include:

• Defense Information Systems Agency (US Government)

• Genesys

• Microsoft Teams

• Zoom

We also conduct independent testing of our solutions with leading 
vendors. To know more about the the full list of interoperability 
documentation: 

oracle.com/technical-resources/documentation/acme-packet.html

A trusted partner with  
a security mindset
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https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules/search?SearchMode=Basic&Vendor=oracle&CertificateStatus=Active&ValidationYear=0
https://docs.genesys.com/Documentation/System/latest/SMI/SupportedInfrastructure
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-border-controllers
https://support.zoom.us/hc/en-us/articles/360001299063-Zoom-Phone-Certified-Hardware
http://oracle.com/technical-resources/documentation/acme-packet.html


Next steps

The Oracle solutions for enterprise communications 
can help eliminate cost and complexity, 
increase business agility, and accelerate digital 
transformation.

To learn how Oracle can be a trusted partner to help 
transform your communications environment into a 
secure and scalable platform for innovation, visit: 

oracle.com/enterprise-communications
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